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 17 %
 Today’s conclusion
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Formal Engineering –  Formal Methods
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Formal Engineering –  Formal Methods
‘mathematically rigorous techniques and tools for

 specification
 design
 verification

   of software and hardware systems’ (wikipedia)
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Formal Engineering –  Formal Methods
‘mathematically rigorous techniques and tools for

 specification
 design
 verification

   of software and hardware systems’ (wikipedia)
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techniques include:
 extended static checking
 model-checking
 model-based testing
 runtime verification
 model-driven engineering
 ...
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Use of Models in Science and Engineering
Physical worldMathematical model
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Use of Models in Science and Engineering
Physical worldMathematical model

explanation
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Use of Models in Science and Engineering
Physical worldMathematical model

prediction

explanation
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Model Checking
Physical worldMathematical model

ModelProperty

Model checker

‘property
holds!’

‘property does
not hold!’

+ trace to error state

Systemof (design of)
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Model-based Testing - on line (on the fly)
Physical worldMathematical model

Test tool

‘pass!’ ‘fail!’

System
stimuli

responses

conforms-to?

test tool main loop:
 - derives from model:
    - stimuli
    - expected  responses
 - compute next test step
 - execute test step: 
    apply stim or get response
 - checks whether actual
  response was expected

Model

desired 
behaviour

actual 
behaviour
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Formal Methods
• difficult
• boring
• lot of work
• high learning curve

Maybe it pays off for
• safety-critical systems
• complex systems
• designed by specialist

Today
• actual use  of FM during design
• small project:  14 weeks
• non-safety critical:  SW bus
• not by specialists:
   internship Marten Sytema
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Neopost, inc

shipping/mailing equipment
 fold, insert, frank batches of mail
 used in mailing rooms
 Also: software to support shipping/mailing

2nd largest player
 multinational
 headquarters in Paris
 SW department Austin, Texas
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The XBus

XBus
 (standard) software bus
 Communication between devices / desktop applications

Enables
 configures devices: set mail priority, weight, postage
  rate shopping: find cheapest carrier 
  logging: gather statistics
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XBus Functionality

XBusClient

Client

Client

Client

Client

Configuration
 Clients can join/leave at any time

Services
 advertisement, discovery, subscription

Communication
 private, broadcast, via subscription
 application or protocol messages
 XML format 
 Runs over TCP
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Current project
Reimplement XBus Server

 older version hard to maintain/test/

14 weeks internship at Neopost, Texas
 Marten Sytema

 MSc student @ UT, Software Engineering

Use formal methods during development
 Specification: process algebra mCRL2

 Model-based testing: JTorX

How well does this work?
 Do FM pay off?

 Industrial experience JTorX

FMICS reviewer:
• “One of the most 

interesting applications 
of MBT I have seen to 
date”     
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implementation
code

detailed
design

requirements acceptance
test

 module
test

unit
test

Development Process: The V-Model
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implementation
code

detailed
design

requirements acceptance
test

 module
test

unit
test

Development Process: The V-Model

Formal methods used
•  Formal specification in mCRL2
•  Model-based testing with JTorX
Could we have used more FM? 
•  always!
•  E.g., model checking, ESC, RV…

Testing:
• Most used in practice
• 50-70% of development cost 
    large gains
• Especially in integration phase
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implementation
code

detailed
design

requirements acceptance
test

 module
test

unit
test

Development Process: The V-Model
1

2

3 4

6

5

Formal methods used
•  Formal specification in mCRL2
•  Model-based testing with JTorX
Could we have used more FM? 
•  always!
•  E.g., model checking, ESC, RV…

agenda

Testing:
• Most used in practice
• 50-70% of development cost 
    large gains
• Especially in integration phase
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Step 1: requirements

requirements engineering
 From 4 page text document 

 Interviewing manager

 existing code

Usual Bus functionality
  Clients connect to Xbus via handshake

  ConnectReq  –  ConnectAck  –  ConnectAuth

  Clients get unique Id 

  Meaning of all messages (Conn, Sub, Unsub,…)

1

req1

des2

1 impl3

1

acc 6

int 5

1unit 4
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Step 2: design

a.  Architecture: 
 UML Class diagram 

b.  Behavior: 
 mCRL2 specification

1

req1

des2

1 des3

1

acc 6

int 5

1unit 4
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Step 2a: architecture

implement

ProtocolServer interface

+ receiveConnect(Msg m)
+ sendConnectAck(Msg m)
...

Client

ProtocolClient interface

+ sendConnect(Msg m)
+ receiveConnectAck(Msg m)
...

implement

Message
in XML

Communication
over TCP

16

Server
XBusManager

use
use
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Step 2a: architecture

implement

ProtocolServer interface

+ receiveConnect(Msg m)
+ sendConnectAck(Msg m)
...

Client

ProtocolClient interface

+ sendConnect(Msg m)
+ receiveConnectAck(Msg m)
...

implement

Message
in XML

Communication
over TCP

Methods:
All XBus functionality
• un/connect
• service discovery
• un/subscribe
• ….
Naming scheme:
send/receiveMessageType 16

Server
XBusManager

use
use
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Step 2a: architectural design: UML
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Step 2a: architectural design: UML

Design for 
testability 

Flexibility,
 testability
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Step 2b: behavioral specification
Specification
 Describes behavior of XBusManager

mCRL2
 formal specification language
 based on process algebra
Why mCRL2?
 Formal semantics
 powerful data support

• rich data types
• user-defined

 Supports model-based Testing (JTorX)
• Step-wise model simulation
• Model checking, vizualization, not used 18
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Step 2b: the mCRL2 model

...
   Connect . ConnectAcknowledge (id)
+ ConnectAuthenticate (id)
+ Subscribe (id, service)
+ Advertise (...)
+ ...

main_loop_server =

clients_array = struct Client (...)
...

Client(É) = 

Server:
Handles all protocol messages: 
• connection, 
• service subscription, 

discovery, advertisement ….
  
Clients
• Fixed nr of clients
• May leave/join dynamically
• Are assigned unique ids

180 lines

mCRL2 operators:
+ : choice
 . : sequence

19
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Step 2b: the mCRL2 model

 simulated with mCRL2 simulator
• valuable insight in protocol behavior

 no model checking
•  only14 weeks internship

20
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Step 3: implementation

 in .NET

 company policy

 most of the effort / time spent

1

req1

des2

1 impl3

1

acc 6

int 5

1unit 4
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Step 4: unit testing

in the usual way:
  test classes

Communications  / messages package
 I/O behaviour dominant

 No dynamic behavior

 listen /connect to, administration of connections 

…

1

req1

des2

1 impl3

1

acc 6

int 5

1unit 4

22

Sunday, November 20, 2011



Step 5: integration testing

checks
Outputs / observations

Inputs / stimuli

Model SUTTest tool

MBT: 
• Automatic test case 

generation, execution, 
evaluation

• Check if SUT conforms to 
model (no = fail; yes = pass)

Advantages:
• Automation
• Provably correct test cases
• “testers are no better at test 

design than developers at 
code design”

1

req1

des2

1 impl3

1

acc 6

int

1unit 4

5

model-Based Testing (MBT)

23

Sunday, November 20, 2011



Step 5: model-based testing (MBT)

checks
Outputs / observations

Inputs / stimuli

Model SUTJTorX

• predecessor: TorX: among first MBT tools (90ies)
• Stimulate SUT & check response
• Details: quiescence; determinization, on the fly, 

symbolic data, …
• JTorX (2008): easier to install and use

Desired 
behavior

Actual 
behavior

24
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Step 5: model-based testing (MBT)

a.  choose/design Test Architecture
b.  design/build Adapter: 

 - allow JTorX to communicate with XBus

 - provide mapping between

   model labels and XBus interaction

c.  Run JTorX

d. Analyse results (and go to c.)

25
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Step 5a: test architecture

Model XBusJTorX

pass/fail

?
let JTorX ‘play role’ of 3 XBus clients
✓JTorX we have
✓Model we have
? connection between JTorX and XBus?

26
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Step 5a: test architecture

Model XBusJTorX

pass/fail
? ?

let JTorX ‘play role’ of 3 XBus clients
✓JTorX we have
✓Model we have
? connection between JTorX and XBus?
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Step 5a: Connect to XBus via tcp

JTorX XBusAdapter

tcp

Model

(i.e. using normal interface to XBus)

27
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Step 5a: Connect to XBus via tcp

JTorX XBusAdapter

tcp

XMLXML

Model

 how to deal with XML messages in Adapter?

(i.e. using normal interface to XBus)
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Step 5a: (Re)Use what we already have in design!
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Step 5a: (Re)Use what we already have in design!
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Step 5a: Use XBusGenericClient instances...

JTorX XBusAdapter

tcp
XMLXML

Model
cc c

(benefit: now we test the generic client too!)

29
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Step 5a: Potential problem with responses:

JTorX XBusAdapter

tcp
XMLXML

Model
cc c

30
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Step 5a: Potential problem with responses:

JTorX XBusAdapter

tcp
XMLXML

Model
cc c

tcp may work as FIFO queue:
how to deal with potential reordering of responses?

1 2 3

1 23
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t

Step 5a: Solution: extend XBus with logging interface!

JTorX XBusAdapter

tcp

Model
cc c

31
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t

Step 5a: Solution: extend XBus with logging interface!

JTorX XBusAdapter

tcp

Model
cc c

4
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t

Step 5a: Solution: extend XBus with logging interface!

JTorX XBusAdapter

tcp

Model
cc c

4

(alternative solution: extend model with queues)

31
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Step 5a: Design thus contains two small ‘hooks’ for testing

32
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JTorX

regular, simple mapping   model-label ➝ method call

Adapter

c
1

c
3

XBus

tcp

t

Step 5b: stimuli: map onto methods in generic client c

33

c
2
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JTorX
Subscribe!2!MyService

regular, simple mapping   model-label ➝ method call

model label:
Adapter

c
1

c
3

XBus

tcp

t

Step 5b: stimuli: map onto methods in generic client c

33

c
2
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JTorX
Subscribe!2!MyService

c2.sendSubscribe(‘MyService’)

regular, simple mapping   model-label ➝ method call

model label:
Adapter

c
2

c
1

c
3

method call:

XBus

tcp

t

Step 5b: stimuli: map onto methods in generic client c
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JTorX
Subscribe!2!MyService

c2.sendSubscribe(‘MyService’)

regular, simple mapping   model-label ➝ method call

<Msg type=”Subscribe”
         id=”2”> ...
</Msg>

model label:
Adapter

c
2

c
1

c
3

method call:

XBus

tcp

xml message:

t

Step 5b: stimuli: map onto methods in generic client c
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JTorX
Subscribe!2!MyService

c2.sendSubscribe(‘MyService’)

regular, simple mapping   model-label ➝ method call

<Msg type=”Subscribe”
         id=”2”> ...
</Msg>

model label:
Adapter

c
2

c
1

c
3

method call:

XBus

tcp

xml message: xml
message

t

Step 5b: stimuli: map onto methods in generic client c
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JTorX

regular, simple mapping   message ➝  model-label

Adapter

c
1

c
3

XBus

tcp

t

Step 5b: responses: use msgs from logging interface t

34

c
2
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JTorX

regular, simple mapping   message ➝  model-label

Adapter

c
1

c
3

XBus

tcp

xml
message

t

Step 5b: responses: use msgs from logging interface t

xml
mes-
sage

34

c
2
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JTorX

<Msg type=”ConnectAck”
         id=”2”> ...
</Msg>

regular, simple mapping   message ➝  model-label

Adapter

c
2

c
1

c
3

XBus

tcp

xml 
message

xml
message

t

Step 5b: responses: use msgs from logging interface t

xml
mes-
sage

xml
mes-
sage

34
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JTorX
ConnectAck!2

<Msg type=”ConnectAck”
         id=”2”> ...
</Msg>

regular, simple mapping   message ➝  model-label

model label:
Adapter

c
2

c
1

c
3

XBus

tcp

xml 
message

xml
message

t

Step 5b: responses: use msgs from logging interface t

xml
mes-
sage

xml
mes-
sage

34
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JTorX
ConnectAck!2

<Msg type=”ConnectAck”
         id=”2”> ...
</Msg>

regular, simple mapping   message ➝  model-label

model label:
Adapter

c
2

c
1

c
3

XBus

tcp

xml 
message

xml
message

t

Step 5b: responses: use msgs from logging interface t

xml
mes-
sage

chosen naming conventions
make adapter construction 
simple!

xml
mes-
sage
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Step 5c: Invoking JTorX

35
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Step 5d: Errors found

• wrong branch expression:
Notifdisc sent to unsubscribed items

• Servann also sent to unauthorized clients
(to trigger: two clients in particular states)

• bugs in list handling (subscription, svcs):
could subscribe to one, but not more

• two terms in expression exchanged:
flaw in handling of Unsub messages

  Hard to find manually:
 sequence of actions needed
                   to get clients into particular state

36
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Step 5d: Model-based testing results

 all bugs found < 5 sec

 after correction:

 several test runs of 24 hr.

 no bugs found, confidence in code

 Error traces provided by JTorX

                    instrumental for debugging the code. 
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Step 6: acceptance testing

 usual way: show product to manager

 Neopost happy

 XBus2 in use

1

req1

des2

1 impl3

1

acc 6

int 5

1unit 4

38

Sunday, November 20, 2011



Lessons learned
 Formal Engineering is feasible 

 … without too much additional effort

 … also for smaller projects

 Approach 
 …  co-develop model + design (keep in sync!)

 …  same structure, same naming conventions

 Formal Engineering is cost effective
  … investment in modeling pays of

 Nasty bugs were found
  …hard to find with other means  

39
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Conclusion

17%
40
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Phase Time
Requirements 7%
Design 14%
Implementation 60%
Unit test
Module test (JTorX)
incl adaptors

17%

Acceptance test 2%

Estimation of the time spent

41

Sunday, November 20, 2011



Questions?

article (pdf): 

mCRL2:

JTorX: 

http://eprints.eemcs.utwente.nl/20768/
(presented at FMICS 2011, Trento)

http://www.mcrl2.org
http://fmt.ewi.utwente.nl/tools/jtorx/

Links:

Na deze dag nog geen genoeg van testen?

Kom naar de 17e Nederlandse Testdag
 29 nov 2011, Universiteit Twente

info+aanmelden: http://www.testdag.nl

42

Sunday, November 20, 2011

http://eprints.eemcs.utwente.nl/20768/
http://eprints.eemcs.utwente.nl/20768/
http://eprints.eemcs.utwente.nl/20768/
http://eprints.eemcs.utwente.nl/20768/
http://eprints.eemcs.utwente.nl/20768/
http://eprints.eemcs.utwente.nl/20768/
http://www.mcrl2.org
http://www.mcrl2.org
http://fmt.ewi.utwente.nl/tools/jtorx/
http://fmt.ewi.utwente.nl/tools/jtorx/
http://www.testdag.nl
http://www.testdag.nl

